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DETAILED ACTION 
Claim Rejections - 35 USC § 112 

1. The following is a quotation of the first paragraph of 35 U.S.C. 112: 

The specification shall contain a written description of the invention, and of the manner and process of making 
and using it, in such full, clear, concise, and exact terms as to enable any person skilled in the art to which it 
pertains, or with which it is most nearly connected, to make and use the same and shall set forth the best mode 
contemplated by the inventor of carrying out his invention. 

2. Claims 1-20, 37-47 are rejected under 35 U.S.C. 112, first paragraph, as failing to comply 
with the enablement requirement. The claim 9, which is dependent from 8, which is dependent 
from independent claim 1; also, independent claim 20, is also rejected under 112. Claim 42 
which is dependent which depends on independent claim 37. Claims 9, 20, and 42 include the 
limitation of hardware control switch, which was not described in the specification in such a way 
as to enable one skilled in the art to which it pertains, or with which it is most nearly connected, 
to make and/or use the invention. There is no mention in the specification of a "hardware control 
switch". In the specification on page 12, disclosed is a data transfer switch, and a peripheral 
switch. In the specification on page 21, disclosed is a HPC(lOl) that operates the peripheral 
switch through peripheral switch port on HPC. There is no mention of a hardware control switch 
capable of causing the peripheral switch of the second computer system to switch control of the 
computer peripheral. Therefore, the claims 1-20, and 37-47 are rejected. 
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Claim Rejections - 35 USC§102 

3. The following is a quotation of the appropriate paragraphs of 35 U.S. C. 102 that form the 
basis for the rejections under this section made in this Office action: 

A person shall be entitled to a patent unless — 

(b) the invention was patented or described in a printed publication in this or a foreign country or in public use or on 
sale in this country, more than one year prior to the date of application for patent in the United States. 

4. Claims 1-4, 12-15, 31-33, 36-39 are rejected under 35 U.S.C. 102(b) as being anticipated 
by Schnurer et al(5,842,002). 

5. As per claims 1, 31, Schnurer et al. discloses protecting a first computer system(i.e. file 
server) from an intrusion such as a computer virus or an unauthorized access(see col. 6, lines 41- 
49), a second computer system(i.e. trapping device) coupled to said first computer system(i.e. 
file server)(see col. 6, lines 41-49), said second computer system capable of detecting said 
intrusion before said intrusion reaches said first computer system(see col. 6, lines 63-67, col. 7, 
lines 1-18). 

6. As per claims 2, 32, Schnurer et al. discloses wherein said second computer system is 
capable of deleting said intrusion after said second computer system detects said intrusion (see 
col. 8, lines 27-35). 

7. As per claim 3, Schnurer et al. discloses that the trapping device monitors for data 
streams where the streams pass to the emulation chamber were intrusion/viruses are allowed to 
execute without infecting the first computer(i.e. file server), if a virus is detected in Schnurer et 
al. the file can be deleted, thus Schnurer discloses, wherein said second computer system is 
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capable of deleting said intrusion by erasing data within said second computer system(see col. 6, 
lines 63-67, col. 7, lines 1-18, col. 8, lines 27-35). 

8. As per claims 4, 33, Schnurer et al. discloses wherein said data erased by said second 
computer system(see col. 8, lines 27-35) includes one computer software program within said 
second computer system(see col. 6, lines 8-22). 

9. As per claims 12, 36, Schnurer et al. discloses wherein the second computer system(i.e. 
virus trap) is capable of receiving all external computer communications that are directed to the 
first computer system(i.e. file server)(see col. 6, lines 41-49). 

10. As per claims 13, 37, Schnurer et al. discloses a virus trap computer system(see col. 6, 
lines 41, 50, 63) for protecting a host computer system from an intrusion such as a computer 
virus(see col. 6, lines 41-49), the virus trap computer system including, an embedded personal 
computer coupled to the host computer system(see col. 6, lines 8-49), the embedded personal 
computer capable of receiving all external computer communications that are directed to the host 
computer system(see col. 6, lines 41-49), and capable of detecting the intrusion before the 
intrusion reaches the host computer system(see col. 6, lines 41-49, 64-67, col. 7, lines 1-18). 

11. As per claims 14, 38, Schnurer et al. discloses wherein the virus trap computer system is 
capable of deleting the intrusion by erasing data within the virus trap computer system(see col. 7, 
lines 1-8, col. 8, lines 27-35). 

12. As per claims 15, 39, Schnurer et al. discloses wherein the data erased by the virus trap 
computer system includes one of, one computer software program within said second computer 
system(see col. 6, lines 8-22). 
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Claim Rejections - 35 USC §103 

13. The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set forth in 
section 102 of this title, if the differences between the subject matter sought to be patented and the prior art are 
such that the subject matter as a whole would have been obvious at the time the invention was made to a person 
having ordinary skill in the art to which said subject matter pertains. Patentability shall not be negatived by the 
manner in which the invention was made. 

14. Claims 5-7, 16-18, 23-24, 27, 29, 34-35, 40-41, 44-45 are rejected under 35 U.S.C. 
103(a) as being unpatentable over Schnurer et al in view of Templeton(6,401,210). 

15. As per claims 5, 16, 34, 40 Schnurer et al. discloses wherein after said second computer 
system has deleted said intrusion by erasing data within said second computer system(see col. 8, 
lines 27-35). Schnurer et al. does not disclose said second computer system is capable of 
receiving a clean version of data that existed in said second computer system before said 
intrusion occurred. However, Templeton does disclose said second computer system(i.e. virus 
bin) is capable of receiving a clean version of data that existed in said second computer 
system(i.e. virus bin) before said intrusion occurred(see col. 3, lines 13-27, 50-56) . It would 
have been obvious to one of ordinary skill in the art at the time of the invention was made to 
modify Schnurer et al. with Templeton to include receiving a clean version of data that existed in 
said second computer system before said intrusion occurred, the motivation is that an anti-virus 
program can clean the infected file, thereby restoring the file to its original functional state(see 
col. 1, lines 34-36 of Templeton), Templeton places infected files in a virus bin so that the virus 
cannot infect the computer system, thus, Templeton anti-virus techniques manage files 
containing computer viruses, by restoring the infected file(see col. 2, lines 38-44, col. 4, lines 41- 
55 of Templeton). 
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16. As per claims 6, 17, 27, 35 same motivation applies above(see claim 5). Schnurer et al. 
does not disclose wherein said second computer system comprises a restoration controller 
capable of supplying to said second computer system said clean version of said data after said 
second computer system has deleted said intrusion by erasing data within said second computer 
system. However, Templeton discloses said second computer system inherently includes a 
restoration controller capable of supplying to said second computer system said clean version of 
said data after said second computer system has deleted said intrusion by erasing data within said 
second computer system, because Templeton discloses that a virus bin is a repository of where 
infected files are placed(see col. 2, lines 45-48), and where the system is protected from 
spreading of the virus(see col. 3, lines 22-24). Templeton discloses that a infected file may be 
restored, thus Templeton inherently discloses a restoration controller, because Templeton 
discloses the clean option attempts to remove the virus from the file and then restore the file to 
its original location(see col. 4, lines 50-53) . As per claim 27, limitations have already been 
addressed (see claim 6, 23-24). 

17. As per claims 7, 18, 41 Schnurer discloses wherein the second computer system(i.e. virus 
trap) is capable of receiving the clean version of the data from the first computer system(i.e. file 
server)(see col. 6, lines 41-45, col. 8, lines 26-35). 

18. As per claims 23, 44, Schnurer discloses the virus trap computer system includes a mass 
storage device coupled to said embedded personal computer(see col. 6, lines 8-40). Schnurer 
does not disclose a restoration controller said restoration controller capable of (1) causing all data 
on said embedded personal computer and said mass storage device to be erased, and (2) after 
said data has been erased, supplying a clean version of said erased data to said embedded 
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personal computer and to said mass storage device. However, Templeton does discloses a 
restoration controller said restoration controller capable of (1) causing all data on said embedded 
personal computer and said mass storage device to be erased(see col. 2, lines 45-48), and (2) 
after said data has been erased, supplying a clean version of said erased data to said embedded 
personal computer and to said mass storage device(see col. 4, lines 50-53) . It would have been 
obvious to one of ordinary skill in the art at the time of the invention was made to modify 
Schnurer et al. with Templeton to include receiving a clean version of data that existed in said 
second computer system before said intrusion occurred, the motivation is that an anti-virus 
program can clean the infected file, thereby restoring the file to its original functional state(see 
col. 1, lines 34-36 of Templeton), Templeton places infected files in a virus bin so that the virus 
cannot infect the computer system, thus, Templeton anti-virus techniques manage files 
containing computer viruses, by restoring the infected file(see col. 2, lines 38-44, col. 4, lines 41- 
55 of Templeton). 

19. As per claims 24, 45, Schnurer discloses the virus trap computer system(see col. 6, lines 
41-49). Schnurer inherently discloses a mass storage integrity controller, because Schnurer 
discloses that all files are executed inside the emulation box of the virus trap, where CRC is 
done(see col 7, lines 39-47); capable of detecting an intrusion on said mass storage device(see 
col. 7, lines 39-67, col. 8, lines 27-35). Schnurer does not disclose requesting said embedded 
personal computer to cause said restoration controller to cause all data on said mass storage 
device to be erased. However, Templeton does disclose requesting said embedded personal 
computer to cause said restoration controller to cause all data on said mass storage device to be 
erased(see col. 2, lines 45-48, col. 4, lines 50-53). It would have been obvious to one of ordinary 
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skill in the art at the time of the invention was made to modify Schnurer et al. with Templeton to 
include receiving a clean version of data that existed in said second computer system before said 
intrusion occurred, the motivation is that an anti-virus program can clean the infected file, 
thereby restoring the file to its original functional state(see col. 1, lines 34-36 of Templeton), 
Templeton places infected files in a virus bin so that the virus cannot infect the computer system, 
thus, Templeton anti-virus techniques manage files containing computer viruses, by restoring the 
infected file(see col. 2, lines 38-44, col. 4, lines 41-55 of Templeton). 

20. As per claim 29, Schnurer discloses wherein the embedded personal computer is the mass 
storage integrity controller(see col. 7, lines 39-47). Schnurer does not disclose a restoration 
controller. Templeton discloses a restoration controller, because Templeton discloses that a 
infected file may be restored, thus Templeton inherently discloses a restoration controller, 
because Templeton discloses the clean option attempts to remove the virus from the file and then 
restore the file to its original location(see col. 4 3 lines 50-53) . Tt would have been obvious for 
one of ordinary skill in the art at the time of the invention to include the restoration controller 
and mass storage integrity controller on one integrated chip, the motivation is that if both are 
integrated on the same chip, it is more of an efficient method. 

21. Claims 8, 10-11, 19, 21-22, 43 are rejected under 35 U.S.C. 103(a) as being unpatentable 
over Schnurer et al in view of Reardon(5,434,562). 

22. As per claims 8, 19, Schnurer et al. does not disclose wherein the second computer 
system includes a peripheral switch that is capable of switching control of at least one computer 
peripheral from the second computer system to the first computer system and from the first 
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computer system to the second computer system. However, Reardon discloses wherein the 
second computer system includes a peripheral switch that is capable of switching control of at 
least one computer peripheral from the second computer system to the first computer system and 
from the first computer system to the second computer system(see col. 3, lines 37-48, col. 4, 
lines 31-47). It would have been obvious to one or ordinary skill in the art at the time of the 
invention to include the peripheral switch that is capable of switching control of at least one 
computer peripheral of Templeton with Schnurer et ah, the motivation is that by providing 
complete control over a computer's access to its peripheral devices, allows the user to implement 
greater security precautions against unauthorized programs or users(see col. 1, lines 45-53 of 
Templeton, see col 1, lines 9-44). 

23. As per claims 10, 21, 43, Schnurer discloses the second computer system includes an 
embedded personal computer(i.e. virus trap)(see col. 6, lines 8-40). However, Schnurer et al. 
does not disclose a data transfer switch. Reardon discloses wherein the second computer system 
includes an embedded personal computer, a data transfer switch(see col. 2, lines 39-53, col. 3, 
lines 37-65), a data transfer switch coupled to the embedded personal computer and to the first 
computer system(see col. 4, lines 13-31), wherein the data transfer switch is capable of 
transferring data from the first computer system to the embedded personal computer when the 
data transfer switch is set in read only mode(see col. 6, lines 1 1-22); and wherein the data 
transfer switch is capable of transferring data from the embedded personal computer to the first 
computer system and from the first computer system to the embedded personal computer when 
the data transfer switch is set in read and write mode(see col. 3, lines 56-65, col. 5, lines 1-22, 
32-65). It would have been obvious to one of ordinary skill in the art at the time of the invention 
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to include the data transfer switch of Reardon with Schnurer, the motivation is that a data 
transfer switch that can make certain portions of the computer to read-only, write-only, provide 
security precautions against unauthorized programs or users(see col. 1, lines 45-53 or Reardon). 

24. As per claims 1 1, 22, same motivation applies above(see claim 10). Reardon discloses 
wherein the data transfer switch is exclusively controlled by the first computer system(see col. 4, 
lines 13-31). 

25. As per claims 25-26, 28, 30, 46-47 are objected to as being rejected on base claims. The 
claims are objected to for the limitation of a password controller, and receiving a computer 
communication in the password controller and in response to receiving a valid password 
allowing computer communication to the embedded password. Prior art nor patent literature 
discloses or teaches the embedded computer allowing communication with a password. 
Schnurer discloses a virus trap computer, that executes files within the computer to prevent 
infection to the file server. Schnurer does not disclose allowing access to the virus trap computer 
with a password. 

Conclusion 

Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Jenise E Jackson whose telephone number is (703) 306-0426. 
The examiner can normally be reached on M-Th (6:00 a.m. - 3:30 p.m.) alternate Friday's. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Ayaz Sheikh can be reached on (703) 305-9648. The fax phone number for the 
organization where this application or proceeding is assigned is 703-872-9306. 
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Information regarding the status of an application may be obtained from the Patent 
Application Information Retrieval (PAIR) system. Status information for published applications 
may be obtained from either Private PAIR or Public PAIR. Status information for unpublished 
applications is available through Private PAIR only. For more information about the PAIR 
system, see http://pair-direct.uspto.gov. Should you have questions on access to the Private PAIR 
system, contact the Electronic Business Center (EBC) at 866-217-9197 (toll-free). 
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